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Cowen provides a high-touch, comprehensive 
outsourced trading solution, or supplements 
an existing trading operation, depending on 
the client’s specific needs. We leverage an 
established and experienced team of traders 
in New York, Stamford, Boston, San Francisco, 
Atlanta, London, and soon to be Hong Kong, 
along with our existing international network 
of brokers. Our global reach provides greater 
breadth of information than a traditional 
in-house trading desk.

Our outsourced solution provides exceptional 
value as the client’s trading desk, while averting 
the cost of building and operating an in-house 
infrastructure. This allows managers to convert 
a host of fixed costs into variable ones that can 
be managed on a pay-as-you-go basis.

The outsourced trading model relieves the 
burden of managing people and technology, 
so our clients can concentrate resources on 
alpha-generating functions, including research, 
portfolio construction, and risk management.

Cowen’s Global Outsourced Trading Group provides investment managers with a 
first-rate, cost efficient solution for their trading needs. Our offering is full service, 
multi-asset class, global, and is differentiated by its transparency and level of 
operational support.
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They say you should never let a serious 
crisis go to waste and the latest wave of 
turbulence caused by the global Covid-

19 pandemic is certainly testing the hedge 
fund industry to understand how to make the 
best of a difficult situation.

The fortunes of hedge funds have been 
mired in chaos. The HFRX Global Hedge 
Fund Index, lost 7.76 per cent by the last 
week of March yet the in the same breath, the 
Eurekahedge Hedge Fund Index registered its 
strongest outperformance relative to underly-
ing markets since October 2008, outperforming 
the MSCI AC World Index by 9.22 per cent in 
March. Some big name funds saw their assets 
plummet while others witnessed gains in the 
coronavirus sell-off.

Over the course of this bumpy period, the 
notion of having strong third-party partners is 

taking on elevated importance as hedge funds 
look to navigate the storm. Managers are 
being advised to reach out to critical service 
providers to ensure they have business conti-
nuity plans in place to help them continue to 
function with as little disruption as practically 
possible.

Many dimensions of an investment busi-
ness have come into stark relief in the first 
quarter of 2020. One such example is cyber-
security, which is now being given even more 
prominence. The coronavirus crisis has led to 
higher levels of remote access to core sys-
tems and as a result, investment management 
firms may find themselves more vulnerable 
and facing additional threats.

PwC recommends managers consider 
re-evaluating their enterprise risk management 
framework to address the new and enhanced 

Strong partners 
in a storm

By A. Paris
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existing regulatory framework and enhancing 
the public sector’s stewardship of sensitive 
financial services data.

In a white paper discussing the role of 
third-party vendors in asset management, 
BlackRock stresses cybersecurity should be 
a critical component of the firms’ business 
models. Former SEC chair Mary Jo White had 
said: “cybersecurity is… one of the greatest 
risks facing the financial services industry and 
will be for the foreseeable future”.

Cyber security consulting firm Nicholas Bray 
says: “The loss of confidential client information 
from a cyber security attack can cause sub-
stantial reputational damage to a hedge fund, 
leading to current and future fundraising issues. 
In addition, the theft of proprietary trading strat-
egies, algorithms and code has become more 
prevalent – in some cases perpetuated by finan-
cially motivated insiders or competitors – and 
can lead to significant losses.”

In October last year, hedge fund Arena 
Investors hit the headlines after being victim of 

risks that Covid-19 is creating, such as tech-
nology and operational risks, which include 
the cybersecurity element.

Crucial cyber focus
The subject was already under the lens at 
the end of 2019, as a result of the European 
Commission’s consultation on digital oper-
ational resilience. “A dedicated approach to 
enhance what can be referred to as the digital 
operational resilience of financial institutions 
is even more relevant in the context of the 
increase in outsourcing arrangements and 
third-party dependencies (e.g. through cloud 
adoption),” the Commission says.

In the current environment, the promi-
nence of having robust digital infrastructure 
supporting an investment proposition, which 
includes strong third parties, is being further 
underscored.

The Commission notes: “While this [out-
sourcing] brings significant opportunities, it 
may also create new risks for financial enti-
ties and specifically may relocate existing 
operational, ICT, security, governance and 
reputational risks to third party technology 
providers. Furthermore, it can lead to legal 
and compliance issues, to name just a few, 
that can that can originate at the third party 
or derive from ICT and security vulnerabilities 
within the third party.”

Managers themselves have been at the 
forefront of progress when it comes to 
adopting strong controls in this regard. The 
European Fund Management Association 
notes: “Recognising the global, pervasive and 
ever-changing nature of such threats, asset 
management companies have responded by 
adopting a variety of preventive measures to 
protect their clients, as well as their own busi-
ness and reputation.”

In its response to the EC, the Managed 
Funds Association (MFA) which represents the 
global alternative investment industry writes: 
“Alternative investment fund managers are 
fiduciaries to their investors and have an obli-
gation to safeguard their resources. As such, 
they invest heavily in both operational resil-
ience and cybersecurity. In addition, financial 
services firms are already subject to a number 
of legal and regulatory requirements relating to 
operational resilience.”

The MFA’s recommendations to the EC 
include enhancing security by building on the 

Most firms will need to rework existing documents 
to suit the very specific circumstances surrounding 
Covid-19.

George Ralph, RFA
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a phishing attack. This and other such events only sharp-
ened the focus by regulators across the globe to cement 
the need for robust cybersecurity measures within financial 
institutions and other players in the broader ecosystem. 

George Ralph, managing director at RFA gives advice 
on how to improve security in the current environment. His 
top two recommendations include re-writing policies and 
providing corporate devices for staff, wherever possible. 
“Most firms will need to rework existing documents to suit 
the very specific circumstances surrounding Covid-19. Also, 
by providing company approved devices, you can ensure 
they are properly configured with appropriate AV software 
and endpoint protection,” he explains. 

Broader implications
The enhanced need for a cyber focus has further under-
scored the role outsourced providers play in the hedge 
fund value chain. As pressure on fees and increasing 
cost due to regulatory requirements persist, managers are 
always on the lookout for ways to streamline, improve effi-
ciency and delegate functions to enable them to focus on 
their core competencies. 

“Outsourcing non-investment related functions affords 
portfolio managers the opportunity to remain laser focused 
on security selection and portfolio management, and avoid 
being distracted with managing internal personnel and infra-
structure,” notes Jack Seibald, managing director, Cowen.

Delegating these functions can also support a manager’s 
distribution efforts. For example, late last year, Wellington 
Management partnered with Artivest, an open-architecture 
digital platform to expand the reach of its alternative invest-
ment solutions across the financial advisor and high net 
worth investor market.

In the statement announcing the move, Chris Kirk, CFA, 
President of Wellington Alternative Investments, says: “At 
Wellington, we are dedicated to using our specialised 
investment management expertise and skillset to help our 
clients surpass their goals. We’re looking forward to part-
nering with Artivest to expand the current distribution of 
our alternatives strategies to a broader group of qualified 
high-net-worth investors and the advisors who serve them.” 

The LHoFT Foundation, a public – private sector initiative 
driving technology innovation for Luxembourg’s financial 
services industry provides insight into the role technology 
progression and outsourced providers play in the distribu-
tion of investment management solutions:

“Forces shaping the future of financial services include 
platforms, cost commoditisation (automation, mutualisation 
and externisation), Profit re-distribution (dis-intermediation), 
Regulatory divergence, data monetisation, and customer 
experience ownership.

“There will likely be a break-up in the value chain, with 
clear distinction between product manufacturers and prod-
uct distributors. Hyper-scale and/or hyper-focus will be core 

to success in manufacturing, while breadth of products and 
customer experience key to distribution — e-commerce will 
become the next distribution battleground with the mega 
tech brands potentially in the driving seat.”

Machine learning
In reaction to the pressure they face, hedge funds are 
looking to find new ways of gaining a competitive edge. 
Machine learning is playing a key role in this, both on the 
investment side and also on an operational dimension. In 
fact, the use of machine learning and artificial intelligence 
can be seen to draw together the outsourcing trend which 
sees the use of third parties moving into the front office.

In a white paper called The Third Wave of Outsourcing: 
A Tipping Point for Outsourced Trading in the United States, 
Northern Trust highlights the benefits of outsourcing front 
office functions, particularly trading, saying it can help 
investment managers in their drive for operational alpha. 

“Outsourcing front office functions like the trading desk 
was once considered off-limits, but we believe this ‘third 
wave’ is likely to establish a new status quo across the 
industry,” said Dan Houlihan, head of Asset Servicing, 
Americas at Northern Trust. “We are seeing asset man-
agers of all types beginning to outsource up the value 
chain. In doing so, investment firms are mitigating risk, 
more easily attaining compliance with complex regulations, 
increasing transparency, enhancing scale and efficiency 
and, ultimately, reducing their costs.” 

Christian Edelmann, partner at Oliver Wyman describes 
how the focus on data is leading managers to look beyond 
their internal teams. He writes: “Open source analytical 
and code libraries are proliferating, and access to the 
massive amounts of data created by the online world is 
increasingly open.

“This entails a declining dependence on armies of 
in-house coders and data scientists, and a greater use of 
ready-made tools and external resources.”

BlackRock investment professionals further outline the 
role of technology in the world of asset management 
and outsourcing: “Technology underpins many functions 
in asset management and has for decades. Virtually all 
asset managers utilise technology, either developing their 
own tools or outsourcing specific functions to a third-
party provider. Simply processing large quantities of data 
from portfolio managers, exchanges, custodians, rating 
agencies, and pricing services requires some level of auto-
mation to ensure efficiency and accuracy.”

This need for precision is a further acknowledgment of 
the role technological progression plays in the relationship 
between asset managers and their partners, supporting the 
motivation for outsourcing. Delegating such processes to 
external parties allows these tasks to be performing to a 
high standard while giving the manager the ability to con-
centrate on managing the investments.

http://www.hedgeweek.com
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“Today, AI and ML are being employed to improve the 
customer experience, increase the efficiency and accu-
racy of operational workflows, and enhance performance, 
supporting multiple aspects of the investment process,” 
BlackRock continues.

Indeed, industry data shows more hedge fund managers 
are deploying artificial intelligence and machine learning 
technologies to stay ahead of the competition. “AIML funds 
have outperformed the wider hedge fund market and other 
systematically traded hedge funds on a three- and five-
year annualised basis. Nearly a quarter (23 percent) of 
systematic hedge funds launched in 2019 use AIML, which 
is more than double the proportion that did so in 2016,” 
according to Preqin.

The data provider’s hedge fund report for 2020 finds 
managers are also increasingly applying these tech-
niques to improve operational efficiencies and boost 
returns. The most publicly lauded exercise of the sort 
was undertaken by Ray Dalio, hedge fund manager of 
Bridgewater Associates. The algorithmic system in place 
at Bridgewater serves a few different purposes including 
maximising employee efficiency, organising management 
and cutting costs.

AI and operations
Managing operational expenditure is crucial for managers 
to overcome the hurdles created by increasing regulation, 
fee pressure and diminishing yield. In a paper discussing 
the use of artificial intelligence in the asset management 
world, consulting firm Deloitte says: “Many firms are under-
taking large transformation programmes with a focus on 
outsourcing and process automation. 

“The advancement of AI is also serving as a catalyst for 
firms to turn traditional operational centres of excellence 
into services which can be offered as a service to com-
petitors. Non-core activities can in turn be externalised to 
specialist providers.”

Service provider Societe Generale Securities Services 
(SGSS) outlines other reasons managers should con-
sider delegating the part of their business which heavily 
involves technology. SGSS says: “IT systems cost more 
and more. Regular investments are required, and only the 
largest players can afford to do this. 

“Indeed, systems need frequent upgrades to newer ver-
sions, and there are numerous technological innovations to 
cope with too like Robot, Big Data, Artificial Intelligence, etc.”

Working with a third-party vendor relieves managers of 
most of these pressures, generally in a more cost effective 
manner than if they have to invest on building internal 
systems. 

The value of operational strengthen is further expounded 
by Stephen Van de Wetering, founder & CEO of outsourced 
operations firm Empaxis. According to him, most hedge fund 
collapses are a result of operational failures. “Fund man-
agers have enough on their plate dealing with investment 
management; operations management is another beast.

“Due diligence being your guide, invest in a strong 
operations and compliance team, hiring staff of reputable 
background. Assign a chief operating officer and com-
pliance director to ensure monitoring of the day-to-day 
activities.

“Consider outsourcing for hedge fund operations as a 
way to reduce costs and increase workflow efficiency,” he 
concludes. n

OV E RV I E W

Today, AI and ML are being employed to 
improve the customer experience, increase 
the efficiency and accuracy of operational 
workflows, and enhance performance, 
supporting multiple aspects of the 
investment process.

BlackRock
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With fund managers’ demand for increased access 
to larger datasets, the opportunity arises for 
service providers in the outsourcing space to 

enhance these already-expanding datasets. The increased 
use of data and evolving use cases are leading to a shift 
towards clients’ front office functions.

Libby Vanderkaay, Senior Vice President and Head of 
Account Management at Arcesium, says: “Historically, 
we’ve managed a great deal of middle- and back-office 
data for our clients, so consuming data for the front office 
is simply a natural extension of our capabilities. We see 
this development as an opportunity to have a real single 
source of truth for our clients.”

“These days, fund managers want unprecedented 
access to massive amounts of data, and they need this 
information in a cleansed and normalised way. The man-
dates include real-time access to data in a user-friendly 
format. Built in a scalable, flexible manner, the Arcesium 
platform can provide that.”

The requests include information around treasury data, 
swap financing, hedge ratios, concentration risk, and real-
time Delta-adjusted positions.

Delivering on client demands is Arcesium’s forte. 
Vanderkaay comments: “We allow clients the ability to 
access their data through a multitude of solutions includ-
ing platform dashboards, data visualisation and business 
intelligence, and application program interfaces (APIs). We 
want clients to spend time reacting to data, not pulling data 
together, and we’ve invested in our platform to ensure that 
data is easily accessible and manageable from the man-
agers’ perspective.”

Primarily, Vanderkaay says that clients’ objective in out-
sourcing is to achieve a scalable business model and gain 
access to specialist expertise: “Clients outsource duties 
and activities to us, of course. However, this is not the only 
thing they look to us for. They’re also leveraging us for 
approaches to some of their most complex problems to 
gain access to our subject matter expertise in a scalable 
manner.”

An essential building block of this specialty is related 
to regulation. As the financial industry continues to come 
under more substantial regulatory burdens, managers 
are looking to outsourcers for support in this regard. “It 

takes time and effort to keep up with changing regula-
tions, so firms are often looking to outsource more of 
these functions. As a manager, the last thing you want 
is to be unprepared for regulatory events or recording 
requirements.” 

“The ramp-up of regulation has fast-tracked outsourcing 
in this space because managers have to react quickly and 
report on information which we have anyway. By delegat-
ing these functions to Arcesium, our clients have peace 
of mind that experts are staying ahead of the regulatory 
curve. As regulators place more demands on managers, 
they will naturally look to outsourcers for help because we 
can be proactive and nimble. It would take managers a lot 
of time, effort, and resources trying to solve these things 
on their own. By taking on these responsibilities, our clients 
can focus on their core business and generating alpha,” 
Vanderkaay explains.

Arcesium originally came into the market as an end-
to-end technology platform. However, Vanderkaay notes 

the firm now offers a fully modu-
lar approach. She comments: 

“The reality is, no two clients 
are alike; so while technol-
ogy and automation are 
paramount to our solution, 
we customise each client 

engagement based on 
their specific needs.” n

Libby Vanderkaay
SVP, Head of Account Management, Arcesium

Elizabeth (Libby) Vanderkaay is a Senior Vice President and the 
Head of Relationship Management for Arcesium. In this role, Libby 
is responsible for the commercial aspect of Arcesium’s client 
relationships. Prior to joining Arcesium, Libby was Vice President 
of Client Implementation at Northern Trust Hedge Fund Services, 
which she joined through the acquisition of Citadel subsidiary 
Omnium LLC. Earlier, Libby spent four years at Bank of America 
Merrill Lynch designing credit derivative trading technology. 
Libby earned a bachelor’s degree in Industrial and Operations 
Engineering from the University of Michigan, Ann Arbor.

Data demands shift 
outsourcing to front office

Interview with Libby Vanderkaay
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As more investors become comfortable 
outsourcing functions to third-party pro-
viders, the importance of excellence in 

this space is coming into sharper focus. In a 
part of the industry where services can risk 
becoming commoditised, providers are keen 
to demonstrate the high calibre solutions they 
offer. Outsourcing can alleviate a number of 
pressures off investment managers, however 
the service provided needs to be of the high-
est quality.

Jack Seibald Managing Director and Global 
Co-Head of Prime Brokerage & Outsourced 
Trading at Cowen has closely observed the 
industry’s development. He comments: “The 
most important lesson the outsourcing indus-
try has learned is that the solution offered 
absolutely, unequivocally needs to be of a 
calibre that will meet, and even exceed, the 
expectations of investment managers. This 
means the work product must be top-notch, 
but also needs to come a cost that is rea-
sonable and materially less than the cost of 
replicating the solution internally.”

Several trends have been emerging which 
have led to service providers raising the 
stakes when it comes to their provision of 
solutions and resources.

Institutional investors have grown increas-
ingly comfortable with the concept of 
outsourcing by fund managers of non-invest-
ment related functions, including middle and 
back office support, COO/CFO func-
tions, compliance, and trading. 

This is driven by the notion that 
fund managers are best left to 
focus on their core competen-
cies in security selection and 
portfolio management. In addi-
tion, the trend is supported by 

demonstrated high-calibre capabilities of the 
firms which have developed offerings in their 
respective fields over the past five to 10 years.

Investors are beginning to understand that 
the skills required to manage an investment 
management business are quite different from 
those deemed necessary for effective active 
portfolio management. Seibald elaborates: 
“Any efforts expended by portfolio manag-
ers on the former are potentially a distraction 
from where their complete attention should 
be dedicated. We’ve also been hearing with 
increasing frequency that allocators appreci-
ate that another independent set of eyes are 
trained on the activities of fund managers, 
which potentially adds another layer of checks 
and balances on their investments.”

The elevated role of outsourcing is being 
integrated into the industry as newly launching 
funds are opting to outsource their non-invest-
ment related activities. According to Seibald: 
“In our experience with newly launched funds 
over the past year, building internal teams for 
trading and operational support was very much 
the exception, as the overwhelming majority 
elected to outsource at least some functions.”

He says this was particularly true of new 
launches by highly pedigreed managers that 
launched with sizable assets, suggesting the 
trend has reached a broader audience.

More surprising, notes Seibald, is the level 
of interest in and adoption of outsourc-

ing solutions demonstrated by 
well-established, traditional 

long-only investment 
managers. “Not immune 
from the same trends 
impacting hedge fund 
managers – underwhelm-
ing relative performance, 

Excellence is key when 
providing outsourced 

services
Interview with Jack Seibald

C OW E N  P R I M E  S E RV I C E S
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competition from much lower cost passive strat-
egies, and compressing fee structures – these 
firms are increasingly looking to cost contain-
ment/reduction efforts,” he outlines.

Drivers beyond cost
Cost has been the principal driver of the out-
sourcing trend for some time and the potential 
savings from engaging outsourced service 
providers can be quite meaningful to firms.

However, other dynamics are playing an 
increasing role in the decision-making process 
around choosing to outsource. For example, 
other than perhaps the largest and most 
well-funded organisations, most investment 
management firms are not likely to have the 
capacity and resources to hire a team to rival 
those being offered by outsourced providers. 

Further, the calibre of the service providers 
offering outsourced solutions has also been 
enhanced. “Whether it’s the middle and back 
office service providers, the outsourced COO, 
CFO, CCO firms, or the outsourced trading 
desks, the common thread among them is the 
backgrounds and experience of the personnel 
providing the solutions,” Seibald points out.

Another key element outsourcing offers is 
flexibility. Seibald explains: “If and when firms 
decide to make a change, whether it’s to a 
different service provider or to building out the 
infrastructure internally, doing so can be easily 
achieved. And finally, and most importantly, 
outsourcing non-investment related functions 
affords portfolio managers the opportunity to 
remain laser focused on security selection 
and portfolio management, and avoid being 
distracted with managing internal personnel 
and infrastructure.”

The penetration and uptake of outsourcing 
arrangements have also been buoyed by regu-
latory developments. MiFID, with its mandated 
unbundling of research and execution com-
missions, has played directly into the services 
provided by outsourced trading solutions. 

According to Seibald, this service gives 
clients the ability to separately negotiate the 
costs related to execution services and utilise 
outsourced service providers to manage all 
elements of the transaction from execution to 
settlement.

Outlining Cowen’s specific growth path, 
Seibald acknowledges the broadening accept-
ance of outsourcing among investment 
managers, and of those investing with them, 

has been a material driver of the firm’s pro-
gress over the past year. 

“Our Outsourced Trading service, which 
encompasses a comprehensive set of solutions 
beyond just trade execution, expanded signifi-
cantly as we added personnel across the globe 
and onboarded many new clients,” he notes.

In terms of personnel, Seibald believes this 
is a principal challenge for any firm offering out-
sourced solutions: The service one provides, 
regardless how well articulated, designed and 
intentioned, ultimately depends on the quality of 
the team delivering that service. 

“We developed our differentiated outsourced 
trading solution over many years, and through-
out that time continued to invest in people and 
the technologies needed to support them and 
our clients. We made a decision quite some 
time ago that our solution needed to truly func-
tion as a buy-side desk, not just in our minds, 
but in our clients’, if we were to be effective in 
helping us to achieve our goals and objectives.”

This led to the firm significantly expanding 
its team of traders with demonstrated experi-
ence working directly with portfolio managers 
on the buy-side. 

Regarding the firms’ new business success, 
Seibald notes: “While the majority of new client 
wins over the past year were new fund launches 
by managers that had spun out of large fund 
platforms, we began to see interest from existing 
funds who were exploring outsourced solutions 
to supplement their internal trading operations or 
completely replace them.” n

C OW E N  P R I M E  S E RV I C E S

Jack Seibald
Managing Director, Global Co-Head of Prime Brokerage 
and Outsourced Trading, Cowen Prime Services

Jack Seibald is Global Co-Head of Prime Brokerage and Outsourced Trading, 
Cowen Inc. He was a co-founder and managing member of Concept Capital 
Markets, LLC until its acquisition by Cowen Group, Inc. in September 2015. 
He has been affiliated with the firm and its predecessors since 1995, and 
has extensive experience in prime brokerage, outsourced trading, investment 
management, and research dating back to 1983.

The most important lesson the outsourcing industry 
has learned is that the solution offered absolutely, 
unequivocally needs to be of a calibre that will meet, 
and even exceed, the expectations of investment 
managers.

Jack Seilbald, Cowen Prime Services
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turbulence
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I ncreasing regulations around cybersecurity, data pro-
tection and privacy are reinforcing the proposition of 
outsourced third party service providers. They them-

selves already operate under a strict data governance 
framework and recommend robust risk management and 
data governance strategies to clients so legislation by 
governing bodies further underlines the importance of the 
service they offer.

The UK’s Financial Conduct Authority, the US Securities 
and Exchange Commission and public bodies like the 
National Institute of Standards and Technology and the 
Information Commissioner’s Office have elevated the 
importance of issues related to cybersecurity and data 
protection.

The regulatory progress around these matters has 
undoubtedly strengthened the infrastructure within which 
outsourced providers operate. However, fund managers 
need to be aware that the ultimate responsibility for risk 
remains within their remit.

George Ralph, managing director at RFA, explains: 
“When managers outsource, it’s important to remember 
that they are not relinquishing control or outsourcing risk. 
Risk management can be outsourced, but ultimately the 
responsibility for risk remains with the manager. Neither the 
regulators nor investors would accept that an outsourced 
partner was entirely responsible if something went very 
wrong. The manager must retain a firm understanding of 
the risks to the business and portfolio companies, and a 
view of the mitigations in place. Regular meetings between 
the outsourcing partner and the manager should always 
include risk reviews.”

Discussing the current trends in the outsourcing space, 
Ralph says there has been a growing acceptance of public 
cloud services over the past 12 months and beyond: 
“Clients definitely have more confidence in the secu-
rity, availability and reliability of the public cloud coupled 
with our cross cloud cybersecurity controls, toolsets and 
experience.”

Another development which has seen increased focus is 
outsourced partner due diligence, a sign that managers are 
taking risk management more seriously. In part, this is also 
driven by more stringent operational due diligence investi-
gations being carried out by investors ahead of investing. 

Ralph comments: “We are seeing a greatly increased 
demand for support with the operational elements of DDQs 
and have standards we can use to help managers to com-
plete, which save them time when answering questions 
about their IT provider and systems. 

“We provide compliance packs annually and give regu-
larly updated overview papers for this very purpose. Having 
our own in-house compliance team really helps clients in 
this area as well as being able to call on a senior RFA 
member to sit in a DDQ meeting to directly answer ques-
tions when needed.”

This sharpened focus on due diligence is also accom-
panied by growing demands for machine learning-enabled 
data analytics and data warehousing, without the need for 
in-house automation teams. “RFA has developed a suite 
of data management services to meet this demand, and 
can now support clients with API builds, business process 
automation and system integration, alongside data analysis 
and visualisation,” Ralph says.

Keeping abreast of the latest technology developments is 
a difficult job for most managers, as new and emerging tech-
nology springs up every day. According to Ralph: “Evaluating 
technology then integrating it into an existing environment 
can take up a lot of time and energy. Outsourcing takes 
away the guesswork, we continually evaluate new technol-
ogy and update our systems for our customers.

“Small and emerging managers almost 
always outsource technology operations 
as the quickest and simplest way to 
launch their business, negating the need 
to recruit IT specialists, who, as we know 
only too well, are in short supply.” n

Regulation supports 
outsourcing proposition

Interview with George Ralph

George Ralph
Managing Director, RFA

George Ralph CITP, has successfully founded three technology 
firms along with C-level advisory services include M&A to 
numerous firms. George is a true leader and has been managing 
teams internationally, and leading technology transformation 
projects for over 20 years. A certified GDPR, Cyber assessor, 
Auditor, Architect and widely experienced cybersecurity and 
RegTech professional, George has extensive technical experience 
in network and server architecture, large scale migrations utilising 
leading technology brands, and IaaS offerings.
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A New and Better Way

Comprehensive and flexible middle- and back-office solutions 
designed to meet the needs of today’s alternative asset managers.

Arcesium is a post-trade technology and professional services firm that offers a new way for alternative 
asset managers to scale their business while maintaining control of critical non-investment activities.

Rapidly deployed, highly configurable modular 
technology products that are designed to easily 
integrate with each other and with other systems.

Our flagship technology platform 
designed to solve the most complex 
post-trade challenges of asset managers.

Scale your swaps operations with a modern 
platform designed to dramatically simplify the 
post-trade lifecycle. 

An advanced toolkit for treasurers and portfolio 
finance professionals to make optimal funding 
and collateral allocation decisions.

Designed to provide end-to-end reconciliation 
oversight delivered daily, no matter your trade 
volume.

Our dedicated financial operations 
professionals work hand-in-hand with clients 
as a virtual extension of their in-house teams.
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Closing the gap from 
BCP to BAU 

Interview with Jed Gardner

From public cloud to AI Ops, advanced technology 
is reshaping contingency planning and the future of 
work for hedge fund managers 

Cloud computing has revolutionised the way hedge 
funds operate, and in many respects, has blurred the lines 
between office-based and remote working. A decade ago, 
the concept of remote working was more complicated, 
from a technology perspective, as it relied upon hedge 
funds to enact their Business Continuity Plans (BCPs) by 
setting up remote VPN access, phone lines and file sharing 
capabilities. Today, however, this has become business as 
usual thanks to the cloud, as managers leverage the likes 
of Office 365. 

“The traditional VPN used for BCP and the lack of auto-
mation that comes with that by not using the public cloud 
creates avoidable work for IT teams,” says Jed Gardner, 
Senior Vice President, IT, at Linedata. “It slows things down 
and creates operational risks, while the IT team is buried 
under a workload of password resets, etc; all of the things 
that relate to old world IT management.” 

Over the last five years, the most successful BCP plans 
have centred around the use of public cloud and process 
automation. 

In Gardner’s view, what the public cloud, and specifically 

Office 365, can offer in terms of turning BCP into Business 
as Usual (BAU) is phenomenal: “Moving all of your users’ 
core functions into the public cloud – email, file storage, 
and the like – and taking your office perimeter into the 
cloud, allowing everyone to work wherever they want…that 
is now a possibility and something that should be consid-
ered by all businesses as security concerns with public 
cloud diminish. 

“Take conditional access, which is a feature of Office 
365. If someone is trying to connect from their local coffee 
shop, you can restrict their access for security reasons, 
or limit which files or data they can open or use. My hope 
is that as businesses adapt to remote working during this 
Covid-19 pandemic, hedge fund managers who have yet to 
adopt public cloud will see its benefits, and its necessity, 
from a BCP perspective, and place it at the heart of their 
technology strategy.” 

Indeed, having a good public cloud set-up means that 
hedge fund CTOs no longer need to think about what part 
of a BCP plan to enact. 

Gardner says Linedata is now at a point where it 
can provide a full BAU working environment no matter 
where someone is, just with some additional security 
considerations. 

http://www.hedgeweek.com


OUTSOURCING | May 202016 | www.hedgeweek.com

L I N E DATA  T E C H N O L O G Y  S E RV I C E S

Security is obviously paramount to this, as illustrated by 
the conditional access reference made above. What is also 
important is that hedge funds invest in backup hardware 
(power cables, extra laptops, monitors, etc), so that their 
teams remain productive, irrespective of location. 

“I think public cloud will be the saviour of the BCP plan 
for global hedge fund managers,” opines Gardner. “There 
are enough features in the public cloud that it can be 
secure and interactive and you can enable users to work 
from home in the same way they would in the office.” 

Cybersecurity as a solution
Outsourcing cybersecurity is fast becoming a standard 
approach, especially among smaller and emerging man-
agers who tended, in the past, to scrimp on technology as 
much as possible. That is now changing and Linedata now 
offers a Cybersecurity-as-a-Service product. 

“The SEC has said that every new hedge fund launch 
will get audited for cybersecurity within 12 months. This has 
focused the discussion among hedge fund managers. We 
developed our C-a-a-S product because we were as con-
cerned as the rest of the industry over how blasé some of 
managers were being about cybersecurity,” explains Gardner. 

The C-a-a-S solution provides 24/7 monitoring of the 
public cloud, servers, desktops, laptops, mobile phone; 
everything. Linedata also operates a Security Operations 
Center (SOC) filled with security experts receiving alerts 
and responding to them to prevent breaches. 

From DevOps to AI Ops
Automation will help focus the discussion on what areas of 
one’s infrastructure could be developed with new technol-
ogies, rather than just using technology to overcome risks. 
In particular, new technology innovations such as AI Ops 
will be key to closing the gap from BCP to BAU. 

To clarify, DevOps refers to the role of development 
teams that work on the automation of feature releases in 
software. If you’re using Netflix, for example, and a new 
search feature appears, that has been developed by some-
one at Netflix; it’s gone through an automated test and 
automated release process. No one has been involved 
apart from that individual developer. Automating this pro-
cess means that software developers and IT teams can 
build, test and release software faster and more reliably. 

AI Ops is the next iteration of this. In short, it is about 
converting infrastructure into code in order to speed up the 
deployment of infrastructure to support the software being 
deployed. That way, software developers and IT teams are 
able to move at the same speed and improve automation 
in the operating environment. And by reducing the time 
to market for software enhancements, users get to more 
quickly enjoy the benefits. 

“While larger funds might already be rolling out DevOps 
and AI Ops, smaller hedge funds will probably be using 

outsourced IT providers to deliver their technology needs. 
That doesn’t mean they can’t benefit from these new tech-
nologies,” Gardner says. “It is really important for CTOs 
to analyse their vendor selection carefully; if you’re using 
someone else’s technology you want to make sure their 
own teams are using DevOps and AI Ops.”

Game-changing technology 
In Gardner’s view, the potential of DevOps and AI Ops is 
huge. “I believe this is a once in a generation technology 
change. When you extrapolate out what you can achieve 
with AI and machine learning, we’ve only just gotten started. 
Once the skills gap closes and IT administrators learn how 
to take infrastructure into code, AI Ops will take off.”

This will, however, take time and effort for IT adminis-
trators to learn to code to fill that skills gap. Asked how 
Linedata is using AI Ops, Gardner refers to the automation 
of VPN connectivity and password updates for its clients. 

 “We can define where our users connect from using 
conditional access in Office 365. We can also use the 
unique identifier of laptops or the IP address of a user 
and tell whether they are in the office or not. As soon as 
someone connects in the office, there’s no authentication 
needed. But when connecting from home using a VPN, for 
example, it will ask you for your password and multi-factor 
authentication, automatically working out where you are 
and whether that connection can be trusted or not. 

“In addition, IT administrators can now automatically 
update all of their user passwords every month with a single 
click of a button. These are just two examples of how AI 
Ops can provide our clients with a secure BCP mentality.”

In the next three to five years, it is possible BCP ques-
tions will no longer feature in a DDQ. 

“That’s my hope because as a technol-
ogist, it means we’re using technology 
for the right things; less thinking about 
emergency situations and breaches 
and more about using technology on 
an ongoing basis to solve these prob-

lems,” concludes Gardner. n

Jed Gardner
Senior Vice President, Linedata Technology Services

Jed Gardner heads Linedata Technology Services. The Linedata 
Technology Services portfolio includes Cloud, Cybersecurity and 
Managed Services that address the specific requirements of 
hedge funds, private equity and asset managers. Jed’s passion is 
architecting leading edge technical solutions for the investment 
community, and bringing innovative technology and service 
offerings to the IT services market in both private cloud and 
public cloud infrastructure. His 16-year career in IT infrastructure 
and cloud technologies focused on technical compliance in 
financial and legal services, leading to 8 years of guiding global 
service teams and IT outsourcing businesses. Jed holds both the 
ILM Organisational Leadership qualification and the ITIL Service 
Operation qualification.

http://www.hedgeweek.com
https://www.linkedin.com/in/jed-gardner-44463954/
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RFA is the technology partner to alternative investment firms who require end-to-end cloud, 
cybersecurity, infrastructure and application solutions. RFA is a global, next-generation MSP with 
a distinguished 30-year pedigree

Unlike other industry offerings, RFA does not put firms “in a box”; its culture of innovation and 
thought leadership empowers businesses to compete how they want to – securely. 

Contact: George Ralph | sales@rfa.com | +44 (0)20 7093 5000

www.linedata.com

With over 20 years’ experience and more than 700 clients across 50 countries, Linedata delivers 
humanised technology, services and data solutions that empower leading asset management, 
insurance and credit industry firms worldwide to evolve and operate at the highest levels.

Our asset management, fund services and professional services solutions enable our wealth, 
institutional and alternative clients to grow, operate efficiently and provide excellent service to 
their own clients and stakeholders.

Our Technology Services portfolio includes Cloud, Cybersecurity and Managed Services that 
address the specific requirements of hedge funds, private equity and asset managers. Clients can 
focus on their core business, knowing their IT and cybersecurity requirements are in good hands.

Contact: Linedata | info-LTS@linedata.com

Cowen Outsourced Trading provides investment managers with a first-rate, cost efficient solution 
for their trading needs. Our offering is full service, multi-asset class, global, and is differentiated 
by its transparency and level of operational support. Cowen Inc. (“Cowen” or the “Company”) is a 
diversified financial services firm that operates through two business segments: a broker dealer 
and an investment management division.  The Company’s broker dealer division offers investment 
banking services, equity and credit research, sales and trading, prime brokerage, global clearing 
and commission management services.  Cowen’s investment management segment offers 
actively managed alternative investment products.  Cowen Inc. focuses on delivering value-
added capabilities to our clients in order to help them outperform.  Founded in 1918, the firm is 
headquartered in New York and has offices worldwide.

Contact: Jack Seibald | jack.seibald@cowen.com | +1 516 746 5718www.cowen.com

Arcesium is an investment management technology and professional services firm. Arcesium’s 
fully-hosted technology platform, coupled with its team of experienced hedge fund professionals, 
offers sophisticated solutions for the most complex challenges facing asset managers.

Built on a platform developed for its own post-trade activities, the D. E. Shaw group launched 
Arcesium as an independent company in 2015 with additional equity backing from Blackstone 
Alternative Asset Management LP, the world’s largest discretionary allocator to hedge funds, 
which became the firm’s second client. In January 2020, J.P. Morgan made a strategic investment 
in the company.

By providing cutting-edge technology, automation, and security, Arcesium’s platform is designed 
to enable clients’ teams to achieve unparalleled results.

Contact: David Nable | david.nable@arcesium.com | +1 646 873 1120www.arcesium.com

http://www.hedgeweek.com
http://www.rfa.com
mailto:sales%40rfa.com?subject=
http://www.linedata.com
mailto:info-LTS%40linedata.com?subject=
mailto:jack.seibald%40cowen.com?subject=
http://www.cowen.com
mailto:david.nable%40arcesium.com?subject=
http://www.arcesium.com

