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Business continuity plans are not generally lauded 
and many are often relegated to a proverbial dusty 
shelf while still remaining an important element of 

a business. The Covid-19 crisis has however thrown fund 
manager BCPs into the foreground and put them to the 
ultimate test. This baptism of fire has also caused some 
to re-evaluate their mode of working, with flexible working 
options, less travel and more video conferencing likely to 
form part of firms’ modus operandi going forward.

The sudden shift to remote working has seen groups 
with a robust digital infrastructure manage the transition 
successfully. One such firm is Metori Capital Management. 
“When we founded Metori three years ago we made the 
strong choice not to depend on any physical infrastruc-
ture,” explains Laurent Le Saint, Managing Partner & Head 
of Development at Metori, “We use virtual machines as 
everything is cloud-based and therefore we can operate 
everything on the fund management side from the outside.”

This set up was well tested over the past three years 
and the full BCP was set in motion when the crisis hit in 
March. As a result, all aspects of the Metori business, from 

fund management and business operations to research 
and client activity, have continued to work normally, says 
Le Saint.

Many firms have successfully transitioned to a work-
from-home model. GAM is another example. Charles 
Naylor, head of communications and investor relations 
comments: “We all have remote access and have been 
working from home without any operational issues since 
the middle of March.”

At Fidelity, the shift has also been smooth. A spokes-
person says: “We have successfully implemented working 
from home arrangements globally across all functions, this 
includes members of the portfolio management team, trad-
ing and operations who are all set up to work from home.”

In fact, George Ralph, managing director at RFA notes: 
“I can’t think of a client that hasn’t adapted to the situation 
quickly and with minimal fuss. From the first conversa-
tions we had with clients, proposing that we increase 
their capacity for remote working, when we initially heard 
about Covid-19 across Asia, the transition has gone very 
smoothly, pre planning really helped here.”

The ultimate litmus test 
for manager BCPs

By A. Paris

http://www.hedgeweek.com
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This sentiment is supported by others who have a broad 
view of the industry. Jack Inglis, CEO of the Alternative 
Investment Management Association, outlines: “The last 
four to five weeks have seen asset management busi-
nesses switch to remote working and, in most instances 
as confirmed by our manager members, business conti-
nuity and disaster recovery plans have been seamlessly 
activated. Investor relations teams are transposing in-per-
son meetings to on-line conferences or calls, and regular 
reporting continues, or is being enhanced, to ensure that 
investors feel connected and informed with what is hap-
pening to their money during this unprecedented time.”

Bhushan Sethi, Julien Courbe and Julia Lamm of PwC 
also comment on how the financial services industry has 
reacted to this crisis: “An entire industry has reconfigured 
itself in weeks. Calls are still being answered. Funds are 
still being traded — in fact, at record levels. Claims are 
being paid… Yes, there have been rough patches, and there 
will be more. But unlike the crisis of 2008-9, the financial 
services industry is proving itself to be remarkably resilient, 
and many view it as part of the solution.”

And one of the foundation elements for this resilience 
lies in an iron-cast BCP.

Le Saint outlines the importance of a such a plan for 
smaller businesses like Metori: “We are a mid-sized com-
pany, with 12 members of staff, running USD600 million in 
assets. But we take advantage of Microsoft Azure’s huge 
cloud infrastructure.

“For a firm like ours everything is critical; nothing can 
stop because no one is going to replace us. So we needed 
to make sure, from the outset, that if our site is not accessi-
ble we could continue to run the funds normally.”

Having had a full blown live test of fund managers’ 
BCPs, Jack Seibald, managing director and global co-head 
of prime brokerage & outsourced trading at Cowen 
explains the crisis has, in some cases, expedited a revision 
of these plans: “Our clients are reevaluating their BCPs and 
the capabilities they will require to maintain a credible busi-
ness operation in the event of another crises. This is being 
motivated by a need to ensure continuity, and perhaps as 
importantly, to be able to pass a thorough ODD exam by 
prospective investors.”

Peter Kulczycki. Head of Risk, Europe & Asia Pacific 
at Nuveen comments: “We’ve learnt a few lessons along 
the way about the choices we made about our technologi-
cal scalability and the way we interact with people remotely. 
I don’t think any firm would be well advised to sit on its 
BCP and not change anything. Review is always healthy and 
Covid 19 is a great example of something which teaches 
you what works and what doesn’t within a BCP.”

According to Seibald: “The primary issues they need to 
solve for are location and connectivity, though much more 
so the latter than the former. With the technology solutions 
available, fund managers can have access to their files 

and their portfolio management tools from anywhere, so 
long as they have the proper equipment and connectivity 
in place.”

GAM had no issues adapting to working from home, but 
the experience has led to a re-evaluation of sorts. Naylor 
says: “Working from home has proved to be a positive expe-
rience for GAM. It has given us good insight so that flexible 
working will be part of our working pattern in the future.”

Future changes
Video calls have become part of daily life as a result of 
this crisis and some belief this technology has helped 
improve efficiency. “I’ve been travelling all over the world 
while staying at home which is very efficient,” muses Le 
Saint, “Yesterday I had meetings in Netherlands, Germany, 
Canada and the US. This would have not been possible 
face-to-face.”

La Saint believes Metori will continue to use video calls 
to interact with clients: “We are changing the way we inter-
act with each other.”

Kulczyki of Nuveen also discusses the way modes of 
working are changing: “Covid-19 is teaching us is that 

For a firm like ours everything is critical; 
nothing can stop because no one is going 
to replace us. So we needed to make sure, 
from the outset, that if our site is not 
accessible we could continue to run the 
funds normally.

Laurent Le Saint, Metori

http://www.hedgeweek.com
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there are other ways of working which we perhaps didn’t 
contemplate as part of normality before. We can accom-
plish more remotely than we previously anticipated. So in 
a sense we have found a new way of working which can 
complement our traditional habits.”

Inglis of Aima says: “We are hearing that the operational 
due diligence community are converting on-site meetings 
to video conferences. According to a report issued by 
Alpine Capital Advisors, 41% of their LP contacts would 
be willing to invest with a manager without meeting them 
in person if lockdown extends to beyond three months. 
Investor relations teams that know their clients will be able 
to navigate these opportunities with finesse and judge-
ment to avoid any accusations of gaining advantage at the 
expense of others.”

The technology facilitating this adaptation has been a 
lifeline to fund management businesses, helping to keep 
their client communications dynamic and transparent. 
However, they must remain aware of the potential added 
risk such tools can bring.

In an article, Louis Bruno, Principal at EisnerAmper 
warns: “Investors and advisers are adopting new ways of 
working and many may initiate communications outside 
of normal channels, e.g., by email, video chat, text, or 
mobile chat apps, etc. that are typically not monitored. This 
opens firms to significant risks related to the distribution 
of material non-public information, insider trading, lack of 
post-trade records, and unapproved marketing messages.” 
He adds that firms must have the means to monitor com-
munications and also offer staff training in their efforts to 
mitigate these risks.

Ralph at RFA also underlines the importance of training: 
“The key advice and training has all been around securing 
their home networks, being more vigilant for cyber-attacks 
(specifically phishing) and insider threats.”

Collaboration and boosting morale
In its response about its business continuity efforts 
in the face of Covid-19, Franklin Templeton stresses: 
“Collaboration continues to be a key part of our day-to-
day operations. We are using various types of collaboration 
software so that our employees can work together in real 
time and use video conferencing and messaging to main-
tain personal connections.”

According to Naylor at GAM working digitally has been 
productive and improved collaboration across the firm: 
“When working in an office, you sometimes only interact 
with the people around you. In the current situation how-
ever, you have to think about who you need to talk to and 
reach out to them. So as a result, I would say our commu-
nication got stronger.”

One challenge some identify is ensuring staff morale 
is kept buoyant. Naylor notes: “We as GAM are very con-
science of the well-being side of the matter. We are making 

sure employees have proper training about how to work 
productively. For example, we’re conducting a series of 
seminars on how to thrive in this environment and strike 
the right balance between work and home life.”

Law firm McCann FitzGerald drew up a guide on boost-
ing employee moral and wellbeing during Covid-19. They 
write: “As a result of recent developments and with an 
increase in remote working and government requests for 
individuals to social distance, employee morale is rap-
idly declining. Many employees face new challenges and 
may find themselves overwhelmed with the change to 
their normal routine, which stems from a variety of factors 
including remote working, children being home and general 
uncertainty and worry.”

The guide recommends keeping employees informed, 
promoting work-life balance and asking for feedback. 
McCann FitzGerald’s document also suggests firms intro-
duce employee recognition and awards and assistance 
programmes. It further highlights the importance of being 
flexible and empathetic. 

Another aspect of employee collaboration centers 
around firms trying to find a way of encouraging informal 
dialogue among colleagues, to motivate creativity. Le Saint 
expands on this: “Within our firm there is a lot of devel-
opment which is facilitated by the informal discussions 
between people at the office. Since this cannot happen, 
we need to make sure we continue talking to each other 
as much as possible to keep that informal sharing of infor-
mation among us.”

Tom Woollard, Managing Partner & Head of Europe, 
Edge Technology Group applauds the use of these tools 
but advises caution: “During this period there has been 
a significant overcompensating of conferencing and col-
laboration tools. As good as such tools are, some find 
themselves to be overusing them in an effort to get back 
the sense of collaboration, cohesion, and team unity that 
are naturally achieved via the regular soft touch points 
you would typically have with colleagues when working 
together in a central location. This social interaction is a 
large contributor to your identify and culture as a firm and 
as a team, and many are looking to replicate that through 
the use of conferencing and collaboration tools, often at 
the detriment of our tangible work.”

Although one needs to strike a balance, the importance 
of human interaction is crucial. PWC’s Covid-19 Navigator 
survey finds 67% believe human interaction is necessary 
in delivery financial products and services. So, despite the 
broad digitisation, people remain a key cog in the financial 
services machine.

Key decisions
Throughout this crisis, managers have had to make some 
key decisions to make sure their business survives. On 
an operational dimension, these crucial choices mainly 

http://www.hedgeweek.com
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revolved around remote access operability and collabora-
tion. Woollard comments: “With the work force so broadly 
dispersed and for such a long period of time, decision-mak-
ers are most commonly looking at two things. The first is 
how to improve the current remote working solution so that 
it can enable the workforce to be as productive as possi-
ble. The second is focused on collaboration; trying to map 
out how the firm can continue to work collectively, in teams 
and remotely, while delivering the same results as before.”

Although some elements of remote working were incor-
porated into firm BCPs, the extent to which this was going 
to happen was unprecedented. Seibald at Cowen says: 
“While many who work in the investment management 
business had worked from home on occasion, for the most 
part this was done with tools that were meant to be tempo-
rary solutions, not permanent ones.

“The notion that everyone would be working from home 
for an extended period of time was never truly contem-
plated in BCPs. However, the experience over the past two 
months has taught us that, with the right tools, it can be an 
essential, and perhaps more practical and cost effective, 
element of BCPs going forward.”

Kulczycki, at Nuveen points out that the main decision 
point the firm is facing now relates to when and how staff 
can return to their offices: “Within our incident management 
group, which is the hub of activity for business continu-
ity, and we’ve established a Back to Office project. The 
most pertinent issues, from a business continuity perspec-
tive are, what conditions will allow us to return to the office 
and the more complicated one relates to the logistics of 
how this will happen.”

At Fidelity, a spokeperson says: “The vast majority of our 
employees continue to work from home. We are taking a 

very cautious approach to any easing of lockdown around 
the countries we operate in. While a large majority of our 
Asia workforce is still working remotely, we have slowly 
moved some employees back to work in certain locations. 
Clear social distancing guidelines are being followed along 
with robust health and safety measures.

The safety of our employees is dictating our policy. 
We are following local government and World Health 
Organisation guidance and can replicate similar 
approaches across our offices globally as and when it is 
needed.”

Although the effect of the Covid-19 crisis has been jar-
ring and caused major and sudden change across the 
industry, managers are confident on the outlook. According 
to a survey conducted by Preqin in April 2020, three-quar-
ters of managers believe that business operations will 
return to their pre-Covid-19 state within 12 months. Only 3% 
believe the effect on operations will last beyond two years.

A report by Deloitte discusses how investment man-
agement businesses may change.“In a post-crisis ‘next 
normal’, new and re-enforced client demands and priori-
ties will emerge, with advisory excellence, the availability 
of hedging strategies, as well as the confidence in the 
operational resilience of a wealth manager becoming 
important factors. To enjoy a competitive advantage in a 
‘next normal’, a more digitally enabled front office will be 
a key requirement. Most prioritise digitalisation around 
client onboarding, while leaders also digitally support the 
traditional human elements of the client life cycle: prospect-
ing and client advisory. In the long run, wealth managers 
will benefit significantly from efficiencies from increased 
digitalisation – contributing to a much needed increase in 
profitability,” the report concludes. n

Collaboration continues to be a key part of our day-to-
day operations. We are using various types of 
collaboration software so that our employees can work 
together in real time and use video conferencing and 
messaging to maintain personal connections.

Franklin Templeton

http://www.hedgeweek.com
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The flexibility of a digital platform is its single 
biggest advantage, but it also represents 
its greatest risk because if not configured 

correctly, it can be a huge security concern. 
Automating the configuration of a cloud platform 
can help mitigate this and strengthen the security 
posture of a firm’s digital roadmap.

Although many financial services firms already 
had a cloud or digital transformation strategy in 
place, the Covid-19 crisis forced everyone into 
having a digitally dispersed workforce in an instant. 
So, service providers, like Edge Technology Group, 
have moved from from supporting and managing 
one primary environment per customer to 10 or 
hundreds or even thousands per customer in 
some instances. 

Tom Woollard, Managing Partner & Head of 
Europe, Edge Technology Group says this dis-
persed workforce will drive the future trends in both 
digital transformation and automation. However, 
this will not necessarily be straightforward.

“As much as any cloud solution or digital plat-
form may have supported a prompt and indefinite 
move to remote working, not many firms would’ve 
considered doing this, so quickly or broadly for 
such an extended period of time. As the work 
force has settled into working from home for a 
prolonged period of days, weeks and months, 
unforeseen challenges are common ground, more 
often than not, in the form of operational chal-
lenges and risks,” Woollard explains.

Several of these risks are the result of employ-
ees working from a large number of unmanaged 
locations, potentially accessing cloud environments 
or platforms which are poorly or inconsistently 
configured.

Woollard warns: “When working from home 
you often have a magnitude of different devices 
working on the same network, none of which are 
covered by corporate policy. The inherent risk 
could therefore be seen as being incredibly high. 
Even with a secure home environment, some cor-
porate systems may have relaxed access policies 

to allow the workforce to be more productive when 
working remotely for such an unforeseen lengthy 
period of time.”

Examples of this might involve loopholes being 
implemented to allow documents and data to be 
retrieved and saved on devices which otherwise 
would not have been allowed. Such loopholes 
increase the risk of data loss, particularly when 
firms eventually return to the office. 

Woollard discusses the way this can be miti-
gated: “This is where automation can play a key 
role. As powerful as a digital platform can be, the 

Automation enriches 
security

Interview with Tom Woollard

Even with a secure home environment, 
some corporate systems may have relaxed 
access policies to allow the workforce to 
be more productive when working 
remotely for such an unforeseen lengthy 
period of time.

Tom Woollard, Edge Technology Group
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outside of London the lack of commute gives 
them back two hours of the day, at least. 

“There are so many intrinsic benefits in 
that, mainly aligned to mental wellbeing and 
significantly reducing stress. There are also 
more often than not, significant financial ben-
efits as workers save thousands of pounds in 
travel costs.”

The shift to remote working has come 
more easily to certain firms. Woollard points 
out: “The firms with robust cloud or digital plat-
forms have moved with ease from the office 
to the home during the current crisis and the 
mobility and continuity of those platforms really 
made that transition incredibly straightforward.”

However, firms bound by a more traditional, 
legacy environment with a relatively rigid 
framework may have found the transition to 
remote working slightly more cumbersome. 
Woollard comments: “When you force people 
to work in a relatively rigid manner, especially 
when working remotely, you limit the options 
available to them which could be problematic 
when you have such a broadly distributed 
workforce operating for a prolonged period 
of time.”

Within such environments, the need for 
manual changes is more likely, which as out-
lined earlier, can give rise to additional risks. 
“Traditional legacy environments also increase 
the risk of capacity and performance issues 
because typically, only certain portions of 
the estate are reserved for remote working,” 
Woollard notes.

Ultimately, decision makers need to imple-
ment measures to ensure their business 
survives. From an operational perspective, 
these key decisions are centered on remote 
access operability and collaboration.

Woollard advises: “Decision makers need 
to consider how to improve the current remote 
working solutions, so it enables the work-
force to be as productive as possible. They 
also need to promote collaboration to help the 
firm continue to work collectively in a remote 
manner while delivering the same results 
as before.”

He adds that although security remains 
a primary concern, it should always be at 
the forefront of design and operational deci-
sions. “Business leaders need to ensure their 
offices continue to work efficiently and they, 
as decision makers, can continue to measure 
productivity effectively,” Woollard surmises. n

configuration of such environments can be 
manual, which increases the risk of inconsist-
ent or poor design. Potentially more dangerous 
is having many users access the platform from 
a dispersed number of unmanaged locations 
falling outside of corporate policy.

“Many cloud platforms offer the ability to 
automate that digital estate. That means any 
changes to the environment are no longer 
made manually. Instead, they leverage auto-
mation to ensure any changes are made 
consistently time and time again. Thus, ensur-
ing the quick and secure enabling of new 
systems and configurations, but also the 
quick and secure roll back of any temporary 
measures.”

Boost to productivity 
Although the crisis has caused upheaval, 
according to Woollard it simply expedited a 
trend the industry was going to see happen 
naturally over the years ahead. 

Expanding on this notion, he says: “In 
recent years, driven by the ever-maturing cloud 
landscape, the workforce has really been 
empowered to work in a much more cohesive 
and mobile manner than ever before. Remote 
working is not only very practical but along-
side decentralised IT, it allows the workforce 
to access corporate systems in a really wide 
variety of different ways.”

He believes remote working can lead to 
more productivity because each worker has 
their own set of personal, individual challenges 
that a decentralised platform can digitally sup-
port and promote. Woollard discusses some 
aspects of remote working individuals are 
appreciating: “The loss of a commute seems 
to be a real benefit to everyone. For most 

E D G E  T E C H N O L O G Y  G RO U P
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In Cowen’s own case for example, the firm 
was able to maintain all of the services clients 
expect by adopting early implementation of its 
BCP and adapting its strategy as conditions 
evolved. “We achieved this while transition-
ing almost all of our employees across the 
globe to BCP sites and quickly thereafter to 
their respective homes – to ensure that we did 
everything possible to keep them safe – just 
as market volatility and trading volumes were 
beginning to surge,” Seibald explains.

A new reality
As rules around social distancing look like 
an inherent part of the future reality, Seibald 
notes firms will most likely have to re-deploy 
personnel to multiple locations to distribute 
capabilities and so mitigate the risks associated 
with crowding. “Firms could use their disaster 
recovery/business continuity sites to house 
portions of their teams, and ultimately perhaps 
save on the cost of supporting expensive real 
estate in large metropolitan areas,” he says.

Having everyone working from home on an 
ongoing basis is not feasible for investment 
management and brokerage businesses, 
according to Seibald. Rather, firms can and 
should make the proper investments and 
plans to minimise potential risks to their 
organisations. “I don’t think remote working is 
a viable, steady state solution for our indus-
try. That said, how we work will change, and 
that will be particularly visible in large offices 
where trading desk layouts are employed. 

We’ll have to get used to not having a 
person sitting next to or across 

from another,” he muses.
Seibald adds: “We need 

to try to anticipate the 
way we can effectively 
conduct our business 
and adapt our organisa-
tions accordingly. I am 

The idea that everyone would be work-
ing from home for an extended period 
of time was never truly contemplated 

in business continuity plans. But this is now 
expected to change in reaction to the cur-
rent crisis. The experience over the past 
two months has taught the investment man-
agement business that, with the right tools, 
working from home can be an essential, and 
perhaps more practical and cost effective, ele-
ment of BCPs going forward. 

Historically, a key element of a BCP involved 
an alternate location, due to be used in case 
a firm’s primary office is inaccessible. The 
abrupt and extensive shift to working from 
home as a result of the Covid-19 crisis could 
see a reassessment of those arrangements.

Jack Seibald, Managing Director and Global 
Co-Head of Prime Brokerage & Outsourced 
Trading comments: “BCPs need to be updated 
to reflect this work from home capability. The 
notion that firms have to rent redundant loca-
tions, keep them fully functioning, yet empty 
until an event warrants it, now almost seems 
ridiculous. Yet this is how most firms are 
set up.

“Our clients are reevaluating their BCPs and 
the capabilities they will require to maintain 
a credible business operation in the event of 
another crises. This is being motivated by a 
need to ensure continuity, and perhaps as 
importantly, to be able to pass a thorough 
ODD exam by prospective investors.

“The primary issues they need to solve for 
are location and connectivity, though much 
more so the latter than the former. 
With the technology solutions avail-
able, fund managers can have 
access to their files and their 
portfolio management tools from 
anywhere, so long as they have 
the proper equipment and con-
nectivity in place.”

Changing BCPs to include 
work from home

Interview with Jack Seibald
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a firm believer in the idea that collaborative work – whether 
it’s portfolio managers and analysts working on investment 
ideas, traders working together to more effectively serve 
portfolio managers – is at its best when colleagues can 
interact in person.”

ODD adaptation
Regardless of whether the world reverts to meeting face 
to face, the crisis has undoubtedly sharpened the need 
for firms to invest in the most up to date technology solu-
tions with the appropriate cyber security protections, and 
redistribute computers used as trading terminals, for port-
folio and risk monitoring to employees’ homes. “In doing 
so, it’s also important that firms assess the connectivity 
capabilities from employees’ homes, and where necessary, 
encourage or assist with upgrades,” Seibald advises.

However, although operational concerns such as these 
are challenges firms are having to overcome, Seibald 
believes dealing with prospective investors in this new 
environment presents a more significant obstacle. 

Allocators’ Operational Due Diligence (ODD) processes 
have had to change and adapt to the remote working 
environment. In particular because the staple of the ODD 
process – the in person meeting – is not possible for the 
foreseeable future. Most allocators believe face-to-face 
meetings will not take place through 2020.

“This has forced ODD Groups to conduct diligence 
remotely as well as focus on new types of questions 
geared toward hedge funds’ abilities to deal with the dis-
ruptions caused by the virus and market volatility,” explains 
Bill Bassin, Managing Director, Capital Introduction, Cowen.

Due to the lack of in-person contact, hedge funds must 
have robust responses to questions on several factors 

allocators are focusing on during this crisis. Bassin identi-
fies several common themes when it comes to positioning 
a hedge fund for an ODD examination during this unset-
tled period. He says the issues ODD Groups are focused 
on are based primarily on the remote work environments 
everyone is engaged in and on how the increased market 
volatility and potential lower liquidity of securities during the 
crisis has impacted hedge funds.

More specifically, these include factors like key man 
clauses, securities valuation, NAV and AUM triggers, cyber 
security, redemptions, liquidity and cash movements.

Bassin recommends: “Having strong answers to these 
questions and topics will be key to passing an ODD exam 
and securing an allocation in the new paradigm. If there 
is one theme that resonated through each ODD group 
conversation, it is the importance of continued communi-
cation and transparency with existing and new investors. 
The fewer surprises the better. Generally speaking, ODD 
Groups and allocators are understanding of the new issues 
arising from the virus but want to hear of any issues 
directly from the manager, as opposed to from some 
other source.” n

Jack Seibald
Managing Director, Global Co-Head of  
Prime Brokerage and Outsourced Trading,  
Cowen Prime Services

Jack Seibald is Global Co-Head of Prime Brokerage and 
Outsourced Trading, Cowen Inc. He was a co-founder and 
managing member of Concept Capital Markets, LLC until its 
acquisition by Cowen Group, Inc. in September 2015. He has been 
affiliated with the firm and its predecessors since 1995, and has 
extensive experience in prime brokerage, outsourced trading, 
investment management, and research dating back to 1983.
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The sudden and forced shift to remote 
working has served as an impetus 
for firms to transform their operations. 

Primarily, it has enabled the rise of more col-
laborative working methods, some of which 
will hopefully be embedded in future ways 
of working.

“Keeping staff engaged is the main chal-
lenge firms are facing,” George Ralph, 
managing director at RFA explains. In terms 
of communication and collaboration, video 
calling via systems like Microsoft Teams and 
Zoom has increased. The face to face contact 
such tools provide is important. “It really does 
help businesses stay connected… With tools 
like Microsoft Teams in place, I don’t think that 
communication and collaboration have to be 
compromised, just because everyone is work-
ing remotely. 

“There are many ways to communicate, 
whether it is via voice call, video call or instant 

message and working on the same central-
ised projects and files has never been easier 
than with SharePoint and OneDrive,” Ralph 
delineates.

He notes that in terms of technology, RFA 
has not experienced a significant surge in sup-
port calls, which shows the firm’s systems are 
working as well as they always did. Although 
all RFA clients were already making use of 
cloud technologies and automation in some 
form, some were still affected from a technol-
ogy stack perspective. 

“Most of our clients already had the funda-
mental infrastructure in place to accommodate 
this new way of working. With some additional 
resources, or more Citrix servers and with 
additional capacity for serving up more ses-
sions, they have been able to continue largely 
as before. RFA’s own use of automation and 
orchestration made this process slick and 
smooth,” Ralph notes.

Collaboration is the name 
of the game

Interview with George Ralph

R FA
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Further, RFA clients were in a strong position going into 
the crisis. Ralph says: “Without exception RFA’s clients use 
cloud services to deliver their fundamental IT infrastruc-
ture, whether that is private cloud, public cloud or a hybrid 
of the two. This has meant that they are already incredi-
bly agile and can access RFA’s systems from anywhere. 
From discussions we’ve had, we believe most of their other 
systems, such as trading systems, trade data, portfolio 
management and reporting systems are also cloud solu-
tions or delivered as a service, so they have been able to 
weather the crisis fairly well.”

But the transition has also highlighted potential risks 
which firms need to be more aware of in the current envi-
ronment. Although the main risks are those related to home 
networks, with unsecured routers, wireless and networks, 
Ralph notes working from home has broader implications 
in terms of security: “Taking the basics of home IT security 
guidance aside, the other major risk was the public aware-
ness of everyone’s need to change operational working, as 
such phishing attacks went up 350% globally.”

Every business now has remote workers who are 
stressed and anxious, in a new working environment, 
sometimes using new tools and a different operating 
model was public knowledge. Ralph warns: “Attackers are 
watching this happen and taking advantage of the chaotic 
situation and the high emotions. The way we have always 
combatted opportunistic, malicious activity like phishing, 
has been through user training and testing. It’s the only 
real way of increasing users’ vigilance as one click on a 
rogue link can expose a desktop and possibly network 
resources to attacks.

“Identifying and reporting suspicious emails is crucial 
for the intelligence engines and then there are the practical 
security measures, such as providing corporate devices, 
using zero trust identity and access solutions like multifac-
tor authentication and securing the home wifi router and 
network.”

He advises professionals using collaboration tools like 
Zoom, to make sure they are not sharing sensitive infor-
mation via screen shares or on slides, which could be 
screenshotted and shared. “When setting up webinars or 
group meetings, use the password facility and enable the 
waiting room, which means you can approve all partici-
pants before they are allowed to access the meeting. Small 
things like this can ensure the security and privacy of the 
meeting,” Ralph instructs.

At the company level, Ralph recommends deploying cen-
trally managed security systems, which continually monitor 
and protect the endpoints. “These are a great idea. User 
behaviour monitoring can assess and set a benchmark of 
what is ‘normal’ activity, then analyse event logs, access 
records, times, durations and other user driven events, apply-
ing algorithms and identifying anomalies that will trigger alerts 
that an event may warrant further investigation,” he explains.

In fact, Ralph says the key advice and training has 
all been around securing clients’ home networks, being 
more vigilant for cyber attacks (specifically phishing) and 
insider threats.

“I don’t believe you should sacrifice data security for 
business security, or indeed that you have to. If you have 
the right systems, tools and training in place, supported 
by clear company policies and processes, there should be 
no reason to assume that security will be compromised,” 
he adds.

And this security will serve firms well in the future, as 
work modalities may shift more permanently.

A new future
Ralph has been discussing with clients what going back to 
work may look like and what changes they might need to 
make to ensure they are operationally resilient from here 
on in. 

“Some may want to rethink their remote access solu-
tions to provide a more robust solution for a greater 
number of users, particularly in light of the general consen-
sus that flexible working will become a more permanent 
feature for more staff than ever before. We have started 
to provide smaller firms with a full ‘no office’ solution and 
we are implementing more and more collaboration tools 
across the client base. All of our security solutions focus 
on the end points already, so this became a moot point.”

According to Ralph, flexible working will persist and 
more staff will be given the opportunity to work from home 
if they can and want to. “Our clients know it can and does 
work, so there is no real reason to enforce an office-based 
policy in the future. We have also spoken to clients who 
are reconsidering their centrally based offices and genu-
inely wondering whether they need the same amount of 
space, or could they operate smaller 
offices with a view to more people 
working remotely.

“I think people will be more secu-
rity conscious when they’re not in 
the office, as they’ve received train-
ing and information on securing their 
home networks and devices” he 
reasons. n

George Ralph
Managing Director, RFA

George Ralph CITP, has successfully founded three technology 
firms along with C-level advisory services include M&A to 
numerous firms. George is a true leader and has been managing 
teams internationally, and leading technology transformation 
projects for over 20 years. A certified GDPR, Cyber assessor, 
Auditor, Architect and widely experienced cybersecurity and 
RegTech professional, George has extensive technical experience 
in network and server architecture, large scale migrations utilising 
leading technology brands, and IaaS offerings.
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